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HanpasnseT Ans ceefeHun paspaboTaHHble BpemeHHoW Komuccuelr Coseta dPegepaumm No passuTUIO
MHPOPMaLMOHHOTO 06LEecTBa MeToAMYECKME PEKOMEHOALMU O pasmMelleHMM Ha WMHPOPMALMOHHbBIX
cTeHaax, odunuManbHbIX WHTepHeT-calTax " Apyrux MHPOPMALMOHHbIX pecypcax
06ueobpasoBaTe/ibHbIX OPraHN3aLMii U OPraHoOB, OCYLLECTBAAIOLWLMX yNpaBaeHne B chepe 06pasoBaHus,
nHbopmaumnm o besonacHom NoBeAeHUN U UCMONb30BaHUK ceTn "UHTepHeT".

OnpekTop JenapTameHTa
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MpunoxkeHue

METOANYECKME PEKOMEHAALUN
O PASMELWLEHMU HA UHOOPMALMOHHBIX CTEHAAX, OPULIMA/IbHBIX
MHTEPHET-CAUTAX U OPYTUX UHOOPMALIMOHHbIX PECYPCAX
OBLLEOBPA3OBATE/IbHbIX OPTAHU3ALMA U OPTAHOB, OCYLLECTBAIOLLINX
YNPABNEHUE B COEPE OBPA3OBAHUA, UHOOPMALIUU O BE3SONACHOM
NOBEAEHUU U NICNOJIb3OBAHUU CETU "UHTEPHET"

3Kcneptamn M uyneHamum BpemeHHoW Komwuccum  CosetTa degepaumm  No  pPasBUTUIO
MHPOPMALMOHHOTO 06WecTBa B PaMKax BbINOJHEHUA PEKOMEHAAUMIA MNapAaMeEHTCKUX CAYyLaHWA
"AKTyanbHble BOMpocbl obecnevyeHns 6e30MACHOCTM U pas3BUTUA geTeld B MHPOPMALMOHHOM
npoctpaHcTee", Kotopble npownu B CosBeTe Pepepaumm 17 anpena 2017 r., 6bian paspaboTaHsbl
MEeTOAMYECKME pPEKOMEHZAUMW O pasmelleHMn Ha WMHOOPMAUMOHHBLIX CTeHAax, OdUUMANbHbIX
WUHTEPHET-CaliTax W ApyrMx WMHPOPMAUMOHHBIX pecypcax obLLeobpa3oBaTeNibHbIX OpPraHUsauuii K
OpraHoOB, OCYLIECTBAAIOWMX YynpasaeHMe B cdepe 06pa3oBaHUA, WHPopmauum o 6HesonacHom
noBeaeHUn U NCMONb30BaHUK ceTu "UHTepHeT" (danee - MeTogMyeckme pekomeHaaumm).

MeToaMueckne peKomeHAaUuMW HanpasB/ieHbl Ha  KayecTBEHHOE MNOBbilIeHWEe  YPOBHA
MHPOPMALMOHHOM AeATeNbHOCTM 06Leobpa3oBaTe/ibHbIX OPraHU3auMii U OpPraHoB, OCYLLECTBAAKOLMNX
ynpasneHne B chepe obpa3oBaHMA, B YaCTU MHPOPMUPOBAHMA YyYaLLMXCA, UX poauTenei (3aKOoHHbIX
npeacrasuteneit) M neparorMyeckmMx pPaboTHMKOB 06 OCHOBHbIX acnektax MHGOPMaLMOHHOM
6e3onacHocTu.

MeToamnyeckme peKkomeHZaumu no3BonsaT obueobpasoBaTesibHbIM OPraHM3aUMAM W OpraHam,
OCYLLECTBAAIOWMM ynpaB/ieHne B chepe 06pa3oBaHWMA, aKTyaAM3MPOBATb YXKe MCMNOAb3yemble WU
pasmelleHHble MHPOPMALMOHHbIE MaTepMabl, TaK U NOATOTOBUTbL UX B C/1y4ae UX OTCYTCTBUA C YYETOM
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NYYLWMX NPAKTUK U peEKOMEHZAUMNA.
B pamKax meToanyYeckux peKoMeHaaLUMn paccMaTpMBaloTCA CAeayoWmne MHCTPYMEHTDI:
1. uHdoOpMaUUOHHbIE CTEHADI;
2. opuLMaNbHbIE UHTEPHET-PECYPCbI;

3. cpeacTBa MaccoBoi MHGOPMaLLIMK (LLIKONbHbIE ra3eTbl, MeAarorMyeckne u3gaHua u apyrue).
MHdopmaumnoHHbIe CTEHADI

Ha nHdopMauMOoHHbIX cTeHAax B 061Le0bpa3oBaTeNbHbIX OPraHM3aLMaAX, PAacnoNOKEHHbIX B dpoite
YUPEKAEHUIN M B KabWHETax, OCHALLEHHbIX MEePCOHANbHbIMW YCTPOWCTBaMM ANA BbiXo4a B CeTb
"MHTepHeT", peKoMeHAYeTCA PasMeCcTUTb MHPOPMALMOHHbIE NAMATKM, COAEPMKALLME OCHOBHbIE COBETbI
no obecnevyeHunto MHGOPMaLMOHHOM 6e30NacHOCTM YUaLLUXCA.

B npunoxeHnun N 1 K mMeToaMYECKMM peKOMeHZaumam npeactaBieH obpasel, NamaTku and
pasmeLLeHMA Ha MHPOPMALIMOHHbIX CTEHAAX.

CpeAactBa maccoBoi MHGopMmaumm

B cpeactBax maccoBoi MHPOPMALMKU, OPUEHTUPOBAHHbLIX Ha OOy4YaloLMXCA, PEKOMEHAYETCA B
TeyeHMe y4yebHOro roga perynapHo nyb6aMKoBaTb WMHPOPMALMOHHbIE MaTepuanbl, MOCBALLEHHbIe
OTAE/IbHbIM acnekTam MHOOPMaLMOHHON 6e30MacHOCTM, a TaKXe pas/iMyHble NamMAaTKM obuero
Xapakrepa.

B cpeactBax MaccoBoli MHGOPMALMK, OPUEHTUPOBAHHbLIX HA MefarorMyeckyro o6LEeCcTBEHHOCTb,
peKkoMeHAayeTcA B Te4eHME KaleHA4apHOro roda peryispHo ny6ankosaTb MHGOPMaLMOHHbIE MaTepuranbl,
NOCBALLEHHbIE OTAE/IbHbIM acrneKTam MHPOPMALMOHHOW HE30MacHOCTU KaK HECOBEPLIEHHOETHUX, TaK
1 06LLe0bpa3oBaTeIbHbIX OPraHM3aumii, a TakKe PasInyHble NaMATKM, 0630pbl HOPMATUBHO-NPABOBOTO
perynMpoBaHua AaHHOW cdepbl U MHOOPMALMIO O aKTyaslbHbIX MEPONPUATUAX U COBbLITUAX B AAHHOW

coepe.

B xome nposegseHua EanHoro ypoka no 6esonacHoctM B cetu "UHTepHeT' pekomeHayeTcs
obecneunTb BbINYCK TEMATMYECKOrO BbIMyCKa CcpeacTBa maccosoit uMHPopmauum nmbo cepum
ny6avKaumi, cpeam KOTOPbIX PacCMOTPETb OPraHM30BaHHble MeponpuATUSA A1A 0bydyalowmxcs, UX
poauTenei (3aKOHHbIX NpeacTaBuTenei) u neaarornieckoi obLLecTBeHHOCTH.

OduumnanbHble UHTEpHET-pecypchbl

O6uweobpasoBaTeNibHbIM OPraHM3aUMAM PEKOMEHAYeTCA Ha CBOMX oduuManbHbiX WHTEepHeT-
pecypcax obecneuntb QYHKLMOHMPOBAHME CAMOCTOATENIBHOIO M CNEUMaNN3NPOBAHHOIO paslgena
"MHdopmaLmoHHana 6e3omacHOCTb", B pamMKax KOTOPOro npesyCMOTPETb PasMELLEHUE chaeayroLlLeit
nHpopmaumnm:

N Pasgen/nogpasgen | ®opmar npeacrasieHus CopeprkaHme matepmanos
maTepuanos
1. |/loKanbHble Konun ooKymeHTOB B PasmeLLaoTca KONMKM OKYMEHTOB, T.€.
HOpMaTUBHbIe aKTbl B | dopmaTe *PDF CKaHUPOBaHHbIN BapUaHT AOKYMEHT],
chepe obecneyeHus COOTBETCTBYOLWMI TPeboBaHNAM K
MHGOPMaLMOHHOM napameTpam CKaHMPOBaHUA.
6e3onacHocTH PasmelyatoTca 4OKYMEHTDI,
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obyyarolmxcs pernameHTUpPYHOLLME OpraHn3aLmio 1
paboTy c NepcoHaIbHbIMWN AAHHbIMU,
naaHbl MEpPONPUATUIA No obecrneyeHunto
nHopmMauMoHHOM 6e3onacHoCcTH
obyvatowmxca n gpyrue.

2. |HopmaTtmsHoe Konuun goKymeHTOB B My6AnKyOTCA aKTyanbHble CBEAEHUSA O
perynnposaHume dopmare *PDF denepanbHbIX U PermMoHanbHbIX 3aKOHaX,
NMCbMax OPraHoOB B/1ACTU U Apyrue
HOPMATUBHO-MPABOBbIE AOKYMEHTHI,
pernameHTUpytowme obecnevyeHme
nHOopmMauUMOoHHOM 6e3onacHoCTH
HecoBepLueHHoNeTHMX. [lonyckaeTca
BMECTO KOMMIN pa3meLLaTb rMNepcCbl/iKu
Ha COOTBETCTBYIOLLMNE AOKYMEHTbI HA
CauTax opraHoB rocyaapcTBEHHOM BNACTW.

3. |Neparornyeckmm TeKcT Ha CTpaHuue caliTa | PazmellaroTca meToanyeckmne
paboTHMKam Konuvun ooKymeHTOB B pekomeHAauumn 1 ykasblBaeTca
dopmarte *PDF MHPOpMaLMA O MEPONPUATUAX, MPOEKTAX

W Nporpammax, HanpasaeHHbIX Ha
noBblLLUeHNE NHPOPMALLMOHHOM
rPamMOTHOCTM Neaarormyecknx
pPaboTHUKOB.

4. | O6yyvatowmmces TeKcT Ha cTpaHuue caliTa | PasmeltaeTcs MHPOpPMaUMOHHAA NamATKa
(npunorkeHue N 2) n ykasbiBaeTcs
MHPOPMaLMA 0 MEPONPUATUAX, NPOEKTaX
W Nporpammax, Hanpas/ieHHbIX Ha
nosblleHne MHGOPMALMOHHOW
rPaMOTHOCTU 0BYYatOLLMXCA.

5. |Poautenam TeKCT Ha cTpaHuue calita | PasamelaeTca MHPOpMaLMOHHAA NaMATKa
(3aKOHHbIM (npunokenume N 3).
npeacTaBuTeNAM)
obyvatowmxcsa

6. |[eTckue 6e3onacHble | TeKCT HA CTpaHMLe caliTa | PasmewaeTca Hpopmauma o

CalThl PEKOMEHAYEMbIX K UCMO/Ib30BAHUIO B
y4yebHOM npouecce 6e30MacHbIX canTax,
6aHHepbl 6€30MacHbIX AETCKUX CalTOB.

OpraHam, OCyLLecTBAAOWMM ynpasneHMe B chepe ob6pa3oBaHMA, PEKOMEHAYeTCA Ha CBOMX
obuumManbHbix  UHTepHeT-pecypcax  obecneuyntb  GYHKUMOHMPOBAHME  CaMOCTOATENbHOIO U
crneumannsnmpoBaHHoro pasgena "MHoopmaumoHHas  6e3onacHocTb', B pamMKax  KOTOPOro
npeaycMmoTpeTb pasmellleHne cneaytouein nHbopmaumm:

MpunnoxkeHne N 1

NAMATKA
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ANA OBYYAIOLMXCA OB UHOOPMALMOHHOW BE3ONACHOCTU AETEN

HE/1Ib3A

1. Bcem nogpag, coobuiatb CBOK YacTHyo MHGopmMaumio (Hactoawme umsa, pammanio, TenedoH,
aZipec, HOMep WKObI, a TakKe poTorpadun CBOW, CBOEN CEMbU U APY3EN);

2. OTKpbIBaTb BAOMKEHHbIE (pait/ibl 3NEKTPOHHOW NOYTbI, KOFAa He 3Haellb OTNpPaBUTeNs;
3. [pybuTb, NpMAMPaTHCA, OKa3biBaTb AaBAEHME - BECTU Cebs HEBEK/IMBO N arpeccnBHo;

4. He pacnopsasaica geHbramu TBoel cemMbWn 6e3 paspelleHuAa CTaplimx - Bceraa crnpaluvsai
poauTenen;

5. He BcTpeuaiica ¢ MHTepHET-3HAaKOMbIMWU B peasibHOWM KM3HM - MOCOBETYWACA CO B3POC/bIM,
KOTOPOMY 0BepseLlb.

OCTOPOMXHO

1. He Bce nuwyT npasay. Yutaewsb o cebe Henpasay B NHTepHeTe - coobuwym o6 3ToM cBOMM
poO4AUTENAM UM ONEKYHAM;

2. Mpu1rnalwwatoT NepenmncbiBaTbCa, UrpaTb, 06MeHMBATHLCA - NPOBEPb, HET /1M NOABOXa;
3. HesakoHHOe KonupoBaHue ¢alinos B UHTepHeTe - BOPOBCTBO;
4, Bcerga paccKasblBali B3poC/ibiM 0 Npobaemax B CETU - OHM BCErAa NOMOTYT;

5. Mcnonb3yn HacTpokM 6e30MacHOCTM M MPUBATHOCTU, YTODObI HE MOTEPATb CBOM aKKayHTbl B
COLLCeTAX M APYrUX NOpTanax.

MOXHO
1. YBarkalt Apyrux nosib3oBaTesnieu;
2. Monb3yewbca NHTEPHET-UCTOYHUKOM - Aeal CCbIIKY Ha Hero;
3. OTKpbIBa TONbKO TE CCbI/IKM, B KOTOPbIX YBEPEH;

4. ObwaTtbcs 3a MOMOLLbBIO B3POCAbIM - POAMTENN, OMEKYHbl U aAMUHUCTPALMA CalTOB BCeraa
MOMOTyT;

5. Mpoingm obyyeHne Ha canTe "CeTeBUYOK" 1 NONYYM NacnopT uMdpPOBOro rpaxKaaHuHal

MpunnoxkeHne N 2

NHOOPMALIMOHHAA NAMATKA
ONA OBYYAIOWMNXCA ANA PASMELLEHUA
HA OPULIMANbHDBIX MHTEPHET-PECYPCAX

C KaXAbIM rolOM MOJIOAENKU B MHTEPHETE CTaHOBUTLCA BOJbLUE, @ LUKOAbHUKM O4HM U3 CamblX
aKTUBHbIX MONb3oBaTesnein PyHeta. Mexay Tem, MOMWMMO OrpoOMHOIO KO/JMYECTBa BO3MOMKHOCTEMN,



NHTEPHET HeceT 1 Npobembl. ITa NaMATKa AO/XKHaA MOMoYUb Tebe 6e30MacHO HaxoAMTbCA B CETU.
KomnbloTepHbie BUPYCbI

KomnbloTepHbIA BUMPYC - 3TO Pa3sHOBUMAHOCTb KOMMbIOTEPHbLIX MPOrPaMm, OT/IMYUTENbHOW
0COBEHHOCTbIO KOTOPOW ABASETCA CNOCOBHOCTb K PA3MHOMKEHWI0. B AOMNONHEHWE K 3TOMY, BUPYCbl MOTYT
noBpeauTb WAM MNOAHOCTbIO YHUUTOXWUTL BCe $aibl U AaHHble, NOAKOHTPO/IbHbIE MO/b30BaTENO, OT
MMEHU KOTOPOro Bbiia 3anyLueHa 3aparkeHHan Nporpamma, a Takxe NoBPeanTb N AaXKe YHUUTOXUTb
ONEepPaALMOHHYI0 CUCTEMY CO BCemM ¢alinamu B Lenom. B 60AbLIMHCTBE Cy4aeB PacnpoCTpaHATCA
BMPYCbl Yepe3 MHTepHET.

MeToab! 3aLWuTbl OT BPEeAOHOCHbIX MPOrpamm:

1. cnonb3yit coBpeMeHHble OnepaLMoHHbIE CUCTEMbI, UMEIOLLME CePbe3HbI YPOBEHb 3aLLMTbI OT
BpPeAOHOCHbIX NPOrpamm;

2. TloCTOSHHO ycTaHaBAMBa nauyTM  (LMopoBble 3annaTkM, KOTOpble aBTOMaTMYECKU
YCTaHaB/AMBAlOTCA C LUENblo A0paboTKM nporpammbl) M gpyrne o6HOB/AEHWA CBOEN onepauyoHHOM
cuctembl. CKaumMBal UX TONbKO ¢ oduuManbHOro caita paspabortumka OC. Ecan cyllecTByeT pemm
aBTOMATUYECKOro 06HOBNEHMSA, BKIOUYN €rO;

3. PaboTaih Ha cBOEM KOMMblOTEpe Nog NpaBamMu Mo/ib30BaTeNs, @ HE aAMUHUCTPATOpPA. ITO He
No3Bo/IUT OONbLUMHCTBY BPEAOHOCHbIX MNPOrPaMM WHCTANIMPOBATLCA HA TBOEM MEePCOHa/bHOM
KOMMblOTEpPE;

4. Wcnonb3y aHTMBMPYCHble MpPOrpaMMHble MPOAYKTbl M3BECTHbIX MpoussoauTenei, c
aBTOMAaTUYECKUM o6HOBNEHWEM 6a3;

5. OrpaHuyb GpU3MYECKUA JOCTYN K KOMNbIOTEPY O/18 NOCTOPOHHUX NNLL;

6. Micnonb3yi BHELIHWE HOCUTENN MHPOPMALLMK, TaKME KaK GeLlKa, AUCK AN dalin U3 UHTEPHETA,
TOJIbKO M3 NPOBEPEHHbIX UCTOYHMKOB;

7. He oTKpbiBail KOMMbtoTEpPHble ¢aifbl, NOAYYEHHbIE M3 HEHALEXKHbIX UCTOYHMKOB. [axke Te
dalinibl, KOTOPbIE NPUCIAN TBON 3HAKOMBbIN. Jlyylle YTOYHW Yy HEro, OTNPAB/IA /I OH Tebe nx.

Cetn WI-FI

Wi-Fi - 3TO He BMA, Nepenaym AaHHbIX, HE TEXHOO0IMA, a BCEro Amwb bpeHa, mapka. Ewe B 1991
rogy HuaepnaHAckaa KomnaHuAa 3apernctpuposana 6peng "WECA", yto 0603Ha4yano ciloBocoYeTaHme
"Wireless Fidelity", koTopblli nepeBoaguMTCcs Kak "becnpoBoaHan TOYHOCTL'.

[o Halero BpemeHu gowna gpyran abbpesunaTypa, KoTopan ABAAETCA TAKOM Ke TeXHoNornen. Ito
abbpesunatypa "Wi-Fi". Takoe Ha3BaHMe 6bINO AAHO C HAMEKOM Ha CTAHAAPT BbICLUEN 3BYKOBOM TEXHUKMU
Hi-Fi, yTo B nepeBoge o3HayaeT "BbiCOKasA TOYHOCTL".

[a, 6ecnnatHbli WHTEpPHeT-goCTyn B Kade, OTensX W asponopTax ABASETCA OT/IMYHOMU
BO3MOKHOCTbIO BbIXOAa B MHTEPHET. HO MHOrMe 3KCnepTbl CYUMTAIOT, YTo 0buweaocTtynHble Wi-Fi ceTn He
ABAAtOTCA 6e3onacHbIMMU.

CoseTbl No 6e3onacHocTM paboTbl B 06wenocTynHbix cetax Wi-fi:

1. He nepegaBsait cBOKO NMYHYIO MHPOpMaLMIo Yepes obweaoctynHble Wi-Fi ceTn. PaboTas B HUX,
yKenaTtesNibHO He BBOAMTb Napo/n AOCTYNa, JIOTUHbI U KaKMe-TO HOMepa;

2. Wcnonb3yit M OBHOBAAW aHTMBUPYCHble Mporpammbl M 6paHamayep. Tem cambiM  Tbl



obe3onacuilub cebsa OT 3aKayKkM BUPYCa Ha TBOE YCTPOMCTBO;

3. Mpwn uncnonbzoBaHum Wi-Fi oTknoum odyHKuMio "O6wmin goctyn K dainam M npuHTepam'.
[aHHasa ¢yHKUMA 3aKpbiTa MO YMONYAHMIO, OAHAKO HEKOTOopble MO/Ab30BaTe/NM aKTUBUPYIOT ee ANs
yA06cTBa MCnonb3oBaHWUA B paboTe nau yyebe;

4. He ucnonbsyi nybamyHbin WI-FI gns nepefayum AWYHbIX OAHHbLIX, HaNnpumep A48 Bbixo4a B
couManbHble CETU UNU B SIEKTPOHHYIO MOYTY;

5. Ucnonb3yit ToNbKO 3awmueHHoe coeauHeHne yepes HTTPS, a He HTTP, T.e. npu Habope Beb-
aapeca BBoan umeHHo "https://";

6. B mobunbHom TenedpoHe oTKAouM dyHKumio "MoakntoueHue K Wi-Fi aBTomaTmyecku'. He
[AOMycKall aBTOMaTMYeCKOro NoAKAYEHMA YCTPOUCTBA K ceTam Wi-Fi 6e3 TBoero cornacus.

CouunanbHble cetn

CoumanbHble CETU aKTUBHO BXOAAT B Hallly KM3Hb, MHOTrMe AoAM PaboTaloT U KMBYT Tam
NMocTosiHHO, a B Facebook yke 3apernctpnpoBaH muannapa 4enoBeK, YTo ABAAETCS OAHOM ceabMol BCEX
XuTtene nnaHetbl. MHOrMe nNONb30BaTeNM He MOHUMAIOT, YTO MHPOPMaUMA, pasmelleHHas UMK B
COLMANbHBIX CETAX, MOXET bbITb HalAEHa U UCMOJb30BaHA KEM YrogHo, B TOM Yncsie He 06a3aTesIbHO C
61arMMmM HaMmepeHUAMM.

OcHoBHble coBeTbl Mo 6€30MacHOCTM B COLLMAbHBIX CEeTAX:
1. OrpaHnyb CNUCOK Apy3eit. Y Teba B Apy3bax He LOMKHO BbiTb CNyYalHbIX U HE3HAKOMBIX NH04EN;

2. 3awmwan CBOK YaCTHYHO KM3Hb. He yKasbiBali naposu, TenedoHbl, agpeca, AaTy TBOEro
POXAEHUA W  OPYrYI0 JIMYHYIO MHPOPMALMIO. 310YMbIWAEHHUKM MOFYT WCMNO/Ab30BaTb Aake
MHPOPMaALMIO O TOM, KaK Tbl MU TBOW POAMUTENN NAAHMPYETE NPOBECTU KaHUKY/bI;

3. 3awmuan cBoOK penyTaumio - AEPKN ee B YNCTOTE U 3a4aBali cebe Bonpoc: xoTen Obl Tbl, YTOObI
Apyrve nonb3oBaTenu BUAENW, YTO Tbl 3arpyaewbs? lMoaymai, npexae 4em 4Yto-To onybaMKOBaTh,
HanucaTb U 3arpy3unTb;

4. Ecv Tbl roBOPULIb C NHOAbMU, KOTOPbIX HE 3Haellb, He WCMO/b3yi CBOE peasibHoe WMA M
APYryIo IMYHY0 MHOOPMALMK: MMS, MECTO KUTENbCTBA, MECTO y4ebbl U Npoyee;

5. UN3berain pasmeuweHus doTorpaduin B UHTepHeTe, rae Tbl M306parKeH Ha MECTHOCTW, No
KOTOPOI MOXKHO ONpPeAennTb TBOE MECTOMO/IOKEHWE;

6. Mpn peructpaumu B COLI,MaJ'IbHOVI cetn HEO6XO,D,MMO MCNONb30BaTb C/NIOXHbIE MNApPOaU,
cocroAawmne n3 6YKB n LI,M(I)p M C KOIMYECTBOM 3HAKOB HEe MeHee §;

7. lna coumanbHOM CeTH, MouThbl M APYrMX CanuToB HEOBXOAMMO MCMOAb30BaTb PasHblie Maposu.
Toraa ecnv Teba B3/10MatOT, TO 3/10YMbILWAEHHMKM NOAYYaT AOCTYN TO/IbKO K OAHOMY MECTY, a He BO BCe
cpasy.

3I'IEKTPOHHbIe AEHbrn

D/IEKTPOHHbIE AEHbIU - 3TO 0YeHb YA0OHbIN cnocob nnatexen, 04HaKO CYLLECTBYIOT MOLUEHHMWKM,
KOTOpble XOTAT NOAYUYNTb 3TU AEHbIU.

3I'IEKTpOHHbIe AeHbrm noAsuInCb cosBcem HeAaBHO UM MMEHHO M3-3a 3TONO0 BO MHOTIUX
rocygapcrteax 40 CUX NMOP He NPOMMUCAaHO NPO HNUX B 3aKOHAaXxX.



B Poccum ke oHM OYHKUMOHUPYIOT M O HUX Y»Ke MPOMMCaHO B 3aKOHe, rae Mx pasgensioT Ha
HECKO/IbKO BUAOB - aHOHUMHbIE U HE aHOHMMHbIE. PasHuLa B TOM, YTO aHOHMMHbIE - 3TO Te, B KOTOPbIX
paspellaeTcA NpoBOAMTb onepauuMn 6e3 uaeHTMOMKauMM nNosb3oBaTens, a B HEAHOHUMHbIX
ngeHTudMKauma nonb3osaTenn AsnseTca 06a3aTeNbHON.

TaKxke cnegyeT pasnnyaTb 31EKTPOHHbIE PpUaTHbIe AeHbrM (paBHbI FOCYAaPCTBEHHbIM Ba/lOTam) U
3/1EKTPOHHbIE HedMaTHble AeHbIM (He PaBHbI FOCYAapPCTBEHHbIM BaloTam).

OcHoBHble coBeTbl N0 6e30nacHoOi paboTe C 3NEeKTPOHHbIMM AEHbIFAMMU:

1. NMpuBAXKM K cHeTy MOBUNbHbIN TenedoH. ITo camMblit yA06HbIN U BbICTPbI CNOCcO6 BOCCTaHOBUTL
[ocTyn K cyety. MpuBAsaHHbIN TesnedOH NMOMOXKET, ecin 3abyaellb CBOM MJIATEHbIA MApPOab WK
3aiiaelb Ha CalAT C He3HAKOMOTO YCTPOICTBA;

2. Ucnonb3yit ogHopasoBble Napoaun. Mocne nepexoga Ha yCUIEHHYIo aBTopusaumio Tebe yke He
6yAeT yrporKaTb ONAaCHOCTb KPaXkun MK NepexeaTta NAaTeXHoro napons;

3. Bblbepu cAOXHbIM naposb. lNpecTynHMKam OyaeT He NpoCTo yrafaTb CAOXHbIA Maposib.
HazeHble Mapo/iv - 3To Naposin, KOTopble CoAepKaT He MeHee 8 3HAKOB U BKAHOYAIOT B ceba CTPOYHbIe
M nponucHble OyKebl, UWPPbl U HECKOJSIbKO CMMBOJIOB, TaKMe KaK 3HaK Josnapa, O yHTa,
BOCKAMLLATE/IbHBIN 3HAK v T.M. Hanpumep, StROng!;;

4. He BBOAYM CBOW /INYHbIE AAHHbIE HA CaltTax, KOTOPbIM He A0BepsAeLlb.
dNeKTpPOoHHanA nouTa

3I'IEKTpOHHa‘r'| no4yta - 3TO TEXHONOIMA W nNpenoctaBAemMble €0 yCayrn no nepecbinike wu
NONYyYE€HUIKO SNEKTPOHHbIX COO6LLI,eHM171, KOTOpble pacnpenenAarTca B KOMI'IbI-OTepHOVI cetn. O6blyHO
3I'IEKTpOHHbIl7I NoYTOBbIN AWNK BbIMNAAUT Ccneayoumm o6pa30M: VIMFI_I'IOJ'Ib3OBaTeJ'Iﬂ@VIMFI_,D,OMEHa.
TaKXe Kpome nepesaym NPoOCTOro TeKCTa, UMeeTCA BO3MOXKHOCTb rnepeaasaTtb d)aVIﬂbl.

OcHoBHble coBeTbl N0 6e3onacHoi paboTe C 3/1eKTPOHHOM NOYTOW:

1. Hago BbiOGpaTb nNpaBW/ibHbIA MOYTOBbLIA CEPBUC. B MHTEpHETE ecTb OrPOMHbIN BbIGOP
6ecnnaTHbIX MOYTOBbIX CEPBUCOB, O4HAKO Ny4ylle AOBEPATb TEM, KOO 3HAELLb M KTO NEePBbI B PeUTUHTE;

2. He yKasbiBaii B JIMYHOM MoYTE AUYHYIO WHPopmaumio. Hanpumep, nydwe BbIGpaTb
"My3blKanbHbIN_paHaT@" nam "pok2013" Bmecto "temall";

3. Ucnonb3yit AByxaTanHylo aBTOpM3aumio. ITO Korga NMoMMMO Maposs HY)KHO BBOAWUTb Koa,
npucblnaemblit no SMS;

4. Bblbepn CNOXKHbIN Naponb. [NA KaxKaoro NoytoBOro filMKa AO0/XKeH ObiTb CBOM HaAeXKHbIN,
YCTOMYMBbIM K B3/IOMY Mapo/ib;

5. Ec/in eCcTb BO3MOMKHOCTb HanncaTb CAMOMY CBOM JIMUYHbI BONPOC, UCMOJIb3YH 3Ty BO3MOMKHOCTb;

6. Mcnonb3yit HECKO/IbKO MOYTOBbIX AWMKOB. MMepBblit 418 YacTHOM Mepennckn c agpecatamu,
KOTOpbIM Tbl A0Bepsielb. ITO 3NEKTPOHHbIA afpec He HaAo MCMo/b30BaTb NPWU pernctpaumm Ha
dopymax u canTax;

7. He oTKpbiBait ¢aiinbl M Apyrue BAOKEHMA B NMCbMaX, AaXKe eC/M OHU NPULLAK OT TBOUX APY3€eN.
Jlyylwie yTOUYHM Y HUX, OTNPABAAAN 1N OHW Tebe 3Tn dalinbl;

8. Mocne oKoHYaHMA pPaboTbl Ha MOYTOBOM CEpPBUCE MNepes 3aKpPbITUEM BKIALKW C CaWTOM He
3abyapb Haxatb Ha "Bbintn".



Knbep6ynnuHr unm supTyanobHoe usgeBaTenbCTBo

KnbepbynnuHr - npecnefoBaHWe COODBLEHMAMM, COAEPMKAWMMU OCKOpPOAEHUA, arpeccuio,
3anyrmBaHue; XyIMraHCTBO; CoLManbHoe 6OMKOTMPOBAHME C MOMOLLbIO PA3/IMYHbIX UHTEPHET-CEPBMCOB.

OcHOBHble coBeTbl No 6opbbe ¢ KNbepobyNNNHIOM:

1. He 6pocaiica B 60i. Jlydywimii cnocob: NocoBeToBaTbCA KaK cebs BECTU U, €C/IN HET TOTO, K KOMY
MOHO 06paTuUTbCA, TO BHayase YCMOKOWUTbCA. EcnM Tbl HayHewb OTBeYaTb OCKOPBAEHUAMU Ha
0CKopbieHNs, TO TONBKO elle 60/blle Pa3orKKellb KOHD/IUKT;

2. YnpaBnsaun cBoel KnbeppenyTtaumen;

3. AHOHUMHOCTb B CETU MHWUMAA. CYLLI,eCTBYPOT cnocobbl BbIACHUTb, KTO CTOUT 3@ aHOHWMMHbIM
dKKayHTOM;

4. He cTOMT BECTM XYyAUTAHCKWIA 06pas BUPTyanbHOM KU3HU. UHTepHeT ¢uKcMpyeT Bce TBOMU
OENCTBUA N COXPaHAET UX. YAanuTb UX byaeT KpaliHe 3aTpPyAHUTENbHO;

5. Cobntogait cBOK BUPTYasibHYIO YECTb CMOJIOAY;

6. WUrHopupyi eguHU4YHbIM HeratuB. OAHOPa30Bble OCKOPOUTE/bHbIE COOOWEHMA Ayylle
nrHopumpoBaTb. OBbIYHO arpeccus NpeKpaLlaeTcs Ha HayalbHOWN cTaauu;

7. baH arpeccopa. B nporpammax 0bmeHa MrHOBEHHbIMM COO6LLI,EHVIFIMM, B COuUWManbHbIX CEeTAX
€CTb BO3SMOXHOCTb 6J'IOKMpOBKM OTNpaBKH COO6LLI,EHVI171 conpeageneHHbIX agpecos,

8. Ecan Tbl cBMaeTenb KubepbynnuHra. TBOM OeNCTBMA: BbICTYNUTb MPOTUB NpecieaoBaTtens,
MOKasaTb emy, UYTO ero AeWCTBMA OLEHWMBAIOTCA HEeraTMBHO, NOAAEPXaTb MKEPTBY, KOTOPOMN HY»KHa
MCMX0I0rMYecKan NoOMOLLLb, COOBLLUTL B3POC/IbIM O paKTe arpeccMBHOro NOBEAEHUA B CETU.

Mob6unbHbIl TenedpoH

CoBpemeHHble cMapTdOoHbl MU MAaHLWETbl coaepyKaT B cebe BnosiHe B3POC/blt PYHKLUMOHA, U
Tenepb OHW MOTYT KOHKYPUPOBATb CO CTaLlMOHAPHbIMU KoMnbloTepamu. OHaKo, CPeacTs 3alluTbl AnA
NoAo06HbIX YCTPOMCTB MOKa 04eHb Mano. TeCTUpoBaHME N MOUCK YA3BUMOCTEN B HUX MPOUCXOAMT He TaK
WMHTEHCUBHO, Kak ana MK, To ke camoe KacaeTca U MOBUIbHbIX MPUNOMKEHUIA.

COBpEMEHHbIe MOBUNbHbIE 6pay3epb| yXe npaktnyeCckn AorHaan HactosibHble aHanorn, oaHako
pacwunpeHne (I)yHKLI,VIOHaJ'Ia B/lIeYEeT 3a cobol 6OJ'IbLLIyIO C/NNIOXKHOCTb M MEHbLLWYHO 3allNLLLEHHOCTD.

[Janeko He Bce MNPOM3BOAUTENM BbINYCKAlOT OBHOBAEHMA, 3aKpblBalolMe KpUTUYECKUe
YA3BMMOCTU A1 CBOMX YCTPOMCTB.

OcHoBHble coBeTbl As1a 6e3onacHocTn MobunbHoro TenedoHa:

Huyero He AaBnAetca no-HacToAwemy 6ecnnaTHbIMm. byab ocTOpoOXKeH, Bedb Korga Tebe
npegnararoTt 6ecnnaTHbIl KOHTEHT, B HEM MOTYT 6bITb CKPbITbl KaKMe-TO NaTHbIE YCAYTH;

Adymaii, npexage yem oTnpasutb SMS, ¢oTo mam Buaeo. Tbl TOYHO 3HaelWsb, rae oHW 6yayT B
KOHeYyHoM utore?

Heob6xo4MMO 06HOBAATL ONEPALLMOHHYIO CUCTEMY TBOETO CMApPTHOHa3;

Mcnonb3yit aHTUBUPYCHbIE MPOrpaMmbl A8 MOBUbHBIX TenedoHOB;



He 3arpyail nNpUAOXKEHUA OT HEW3BECTHOr0 WCTOYHWMKA, BeAb OHM MOFYT COLEPNKATb
BpPeAOHOCHOe NporpaMmmHoe obecneyeHue;

Mocne Toro Kak Tbl BbligeWwb C caiTa, rae BBOAMA NNYHYIO MHPOPMaUMio, 3ailMamn B HACTPOMKK
6paysepa un yganu cookies;

Meproanyeckm NposepaAn, Kakue naaTHble YCIYyrn akTMBUPOBaHbI HA TBOEM HOMEPE;

[aBali cBoM HOmMep MobuAbHOro TesnedoHa TONbKO JOAAM, KOTOPbIX Tbl 3HAEWb W KoMy
aoBepneLlb;

Bluetooth ponKeH ObiTb BbIK/AKOYEH, Koraa Thl MM He nonb3yewbca. He 3abbiBalt MHoOraa
npoBepATb 3TO.

Online urpbl

CoBpeMeHHble OHMANH-UTPbI - 3TO KPACOYHble, 3aXBaTbiBaloWMe Pa3BieyYeHnn, obbeamHsaowme
COTHM TbICAY YeNOBEK NO BCEMY MUPY. MrPOKKM UCCNeaytoT AaHHbIA MM MUp, 0BLaloTca Apyr C APYrom,
BbINONHAIOT 334aHUA, CPAXKAIOTCA C MOHCTPAMM W MOJIYYalOT OMbIT. 33 YAO0BOALCTBME OHU MAATAT:
NOKYNaloT AUCK, OMNIaYNBaOT aBOHEMEHT UM NPMOBPETAIOT KaKME-TO ONUUN.

Bce 3TM cpefcTBa MAyT Ha MoAAepiKaHue UM PasBUTME UIPbl, a TaKKe Ha camy He30nacHoCTb:
COBEPLUEHCTBYIOTCA CUCTEMbl aBTOPM3aLMM, BbIMYCKAOTCA HOBble Matuu (UMdposble 3annaTtkm ans
nporpamm), 3aKpbIBalOTCA YA3BMMOCTU CEPBEPOB.

B I'IO,D,O6HbIX nrpax CTounT onacatbCA He CTO/IbKO CBOUX COMNEPHUKOB, CKOJIbKO KpaxXu TBOEro
naposiAa, Ha KOTOPOM OCHOBaHa CMCTEeMa aBTOpPU3aLU N 60/bWNHCTBA urp.

OcHoBHble coBeTbl N0 6e30MacHOCTM TBOETO UrpoBOro akKayHTa:

1. Ecnv apyroit Urpok BegeTt ceba Niaoxo uau cosgaeTt Tebe HeNnpPUATHOCTK, 3abOKMPYI ero B
CMWCKE UTPOKOB;

2. Tosanyica agMMHUCTPATOPam Wrpbl Ha MA0XOe MOBeAEHWE 3TOr0 MrpoKa, KenaTesbHo
MPUNOMKMUTb KaKMe-TO A0Ka3aTe/bCTBa B BUAE CKPUHOB;

3. He yKasbiBali IMYHYI0 MHbOPMaLMIO B Npodaiiie Urpbl;
4. YBaalt gpyrmx y4acTHMKOB MO UTPE;

5. He ycTtaHaBnmBai HeodumUManbHbIe NAaTYN U MOAbI;

6. icnonb3yit CnoXHbie 1 pasHble Naponu;

7. Oaxke BO Bpemsa Urpbl HE CTOUT OTK/KOYaTb aHTUBMPYC. MOKa Tbl Urpaellb, TBOM KOMMbIOTEP
MOTYT 3apasuThb.

OUWNHT Uan KpaXa IMYHbIX AaHHbIX

O6bluHOM KpaXken AeHer U AOKYMEHTOB CErofHA Y€ HMKOro He yAuBULIb, HO C Pa3BUTUEM
WNHTEPHET-TEXHONOMUIA 3N10YMbILINEHHUKN NEPEMECTUIMCb B UHTEPHET, WU MNPOAO0/MKAOT 3aHMMAaTbCA
"nobumbim" genom.

TaK nosBMNacb HOBasA yrpo3a: MHTEPHET-MOLIEHHUYECTBA MAN GULIKMHTE, TNaBHAaA LEeAb KOTOPOro
COCTOUT B MNOJIYYEHUN KOHOUAEHLMANbHBLIX AaHHbIX MOMb30BaTe/Nel - NOTMHOB M naponei. Ha
aHrnuiickom ssbike phishing uMtaetca kak puwmHr (ot fishing - pbibHas nosna, password - naponb).



OcHoBHble coBeTbl No 6opbbe ¢ puwnHrom:

1. Chegu 3a cBoum aKKayHTOM. Ecam Tbl nogo3pesaellb, YTO TBOA aHKeTa 6bina B3/10MaHa, TO
HQO6XO,£I,VIMO 3a6I'IOKVIpOBaTb eeun COO6LLI,VITb AOMUHUCTPATOPaM pPecypcCa 06 3TOM KaK MOKHO CKopeeg,;

2. icnonb3yii 6e3onacHble Beb-caliTbl, B TOM YMC/IE, UHTEPHET-MArasMHOB U MOUCKOBbIX CUCTEM;

3. Wcnonb3yit cnoxHble W pasHble naponu. Takum obpasom, ecam Teba B3nOMaloT, TO
3/10YMbILUZIEHHUKM NO/YyYaT AOCTYN TO/IbKO K OAHOMY TBOEMY NMPoduIIo B CETU, @ HE KO BCEM;

4. Ecnn Tebs B3210Mann, TO HQO6XO,£I,VIMO npeaynpeaontb BCEX CBOUX 3HAKOMbIX, KOTOpPblE
,D,O6aBJ'IeHbI ) Tebs B Apy3bAx, O TOM, 4YTO Tebs B3nOManu N, BO3MOXHO, OT TBOE€ro UMMeHwu 6y,u,eT
paccblziaTbCA CMaM U CCbIJTIKU Ha d)VILLIMHI'OBbIe CanTbl;

5. YcTaHoBM HageKHbI naposb (PIN) Ha MobUNbHbIN TenedoH;
6. OTK/II0YM COXpaHeHME Naposia B bpaysepe;

7. He oTKkpbiBait paiinbl n apyrve BAOXKEHUA B MUCbMaX, SAXKe eC/IM OHW NPULLAK OT TBOMX APY3EN.
Jlydle yTOYHU Yy HUX, OTNPABAAAN N OHW Tebe 3Tn dainbl.

Uudposana penyrauus

UndpoBana penytauma - 3TO HeraTMBHaa WAM NO3UTUBHAA MHPopmaumsa B ceTm o Tebe.
KomnpomeTupylowan WHPoOpMaums, pasmelleHHas B WHTEepHEeTe, MOMEeT Cepbe3HbiM 06pasom
OTPa3MTbCA Ha TBOEM peanbHOW KU3HWU. "Umdposasa penytaums" - 3TO TBOM MMMANK, KOTOPbIA
dopmmpyeTca U3 MHpopmaummn o Tebe B UHTEpPHETE.

TBOE MeCTO XUTeNbCTBa, yqe6b|, TBOE d)MHaHCOBOE nonoxeHue, ocobeHHOCTH XapaKTepa “
pacckasbl O 611M3KNX - BCE 3TO HAKaN/IMBAETCA B CETH.

MHorve NoApPOoCTKM JIETKOMbIC/IEHHO OTHOCATCA K Ny6/MKauum imdyHon nHidopmaumnm B MHTepHeTe,
He MOHMMasA BO3MOXHbIX MOC/AeAcTBUIA. Tbl Aa)Ke He CMOMKEellb A0ragatbcs o Tom, Yto doTtorpadus,
pasmelleHHas 5 net Hasag, cTasa NPUYMHOM OTKa3a NPUHATL Tebs Ha paboTy.

KommeHTapuu, pasmelieHne TBoux GpoTtorpaduin U apyrme AenUCTBUMA MOTYT HE UCYE3HYTb AaKe
nocne Toro, Kak Tbl UX yAanuwb. Tbl He 3HaElWb, KTO COXpPaHUA 3Ty MHOOPMALMIO, Nonasa M OHa B
NMOMCKOBbIE CUMCTEMbI U COXPaHWAACb NN OHa, a FNaBHOE: YTO NOAyMaloT O Tebe OKpyrKalolme Nam,
KOTOpble HAaWAYT 1 YBUAAT 3T0. HalTM MHPOPMALMIO MHOTO NIET CMYCTA CMOXKET N060W - KaK 13 Ao6pbIxX
nobyXaeHui, Tak U C HaMepPeHMEM MPUYMHUTL Bped. ITO MOKET BbiTb KTO YrogHO.

OCHOBHble COBETbI MO 3aLuTe UMPPOBOI penyTaumm:

1. Moaymaii, npexae yem 4To-TO Ny6AMKOBaTb U NepegasaTb y cebs B 610re nan B coumanbHOM
cetu;

2. B HacTpoitKax npoguaa ycTaHOBM OrPaHUMYEHUSA Ha MPOCMOTP TBOEro npoduas n ero
~r,

COAEPKMMOro, caenai ero Tonbko "ana apysen”;

3. He pasmewait n He ykKasblBalh MHPOPMaLMIO, KOTOPAA MOXET KOro-ambo ockopbaatb uau
obuKaThb.

ABTOpCKOe npaso

CoBpeMeHHbIe LWKONbHWKK - aKTUBHbIE M0/b30BaTeNM LMbPOBOro npocTpaHcTea. O4HAKO AaneKo
He BCe 3HAlOT, YTO MO/Ib30BAaHME MHOMMMWM BO3MOXKHOCTAMU LMPPOBOrO mupa TpebyeT cobatopeHmn



npaB Ha MHTENNEKTYa/IbHYIO COBCTBEHHOCTb.

TepmuH IIl/lHTEI'IJ'IeKTy:':U'IbHa‘r'l cobCTBEHHOCTL" OTHOCUTCSA K Pa3/TMMYHbIM TBOPEHNAM He/T0OBEYECKOTO
YMa, Ha4MnHaA C HOBbIX M306|Z)ETeHMl7I 1 3HAKOB, 0603Haqa|ou.|,v1x COBCTBEHHOCTb Ha NPOAYKTbI U yCNyru, n
3aKaH4YnBaA KHUramm, d)OTOI'pa(I)MFIMM, KMHO(I)MI'IbMaMVI 1N My3blKa/lbHbIMU NMpon3BeaAeHNAMMN.

ABTOpPCKMe npaBa - 3TO MpaBa Ha WHTEN/IEeKTYa/IbHYO0 COBCTBEHHOCTb Ha MPOM3BEAEHMA HayKK,
nmMTepatypbl M MCKyccTBa. ABTOPCKME MpaBa BbICTYNAlOT B KayecTBe rapaHTMM TOro, 4TO
WHTEN/IEKTYaNIbHbIN/TBOPYECKMIA Tpya, asBTopa He OyAeT HampacHbiM, AacT emy Ccnpasej/vBble
BO3MOHOCTM 3apaboTaTb Ha pesy/ibTaTax CBOEro TPyAa, No/yYnTb M3BECTHOCTb M NpusHaHue. HUKTo
6e3 paspelueHUa aBTOpa He MOKET BOCMPOM3BOAMUTL €ro Mpou3BedeHne, PacnpocTpaHaTb, ny6andHo
AEeMOHCTpUpOBaTb, MNpPoAaBaTh, WMMNOPTUPOBATb, MyCKaTb B MPOKaT, MNy6/AMYHO  MUCMOAHATD,
MOKasblBaTb/MCMNONHATL B 3dMpe nau pasmewatb B MIHTepHeTe.

Mcnonb3oBaHue "I'Il/lpaTCKOI'O" nporpammHoro obecneyeHns MoKeT npmneectn K MHOTMM PUCKaM:
OT NnoTepun QAOaHHbIX K TBOMM aKKayHTam A0 6I'IOKVIpOBKVI TBOEro YCTpOVICTBa, roe ycCrtaHoOBJ/1EHa
HenerasibHaa nporpamma. He cTtouT Takxe 3a6bIBaTb, YTO CyWECTBYHOT NerajbHble U b6ecnnaTHble
nporpammsbl, KOToOpblie MOXXHO HaWTK B CETK.

O noprtane

CeTeBMYOK.pd - TBOM /1aBHbIN COBETYMK B CETU. 34E€Ch Thbl MOMKELLIb Y3HATb O 6@30MacHOCTU B CETU
MOHATHbIM M AOCTYMHbIM A3bIKOM, @ MPU BO3HUMKHOBEHWM KPUTUYECKOM CUTyauum obpatutbca 3a
COBETOM. A TaK!Ke NPUHATb y4acTMe B KOHKypCcax U CTaTb CaMbiM LUMGPOBbLIM rpaxKaaHMHOM!

MpunnoxkeHne N 3
NAMATKA ANA POAUTENEN Ob UHOOPMALIMOHHOM BE3ONMACHOCTU AETEN

OnpegeneHune TepmuHa "MHGopmaumoHHaa 6esonacHocTb geTeit" cogepxutca B PeaepanbHom
3akoHe N 436-93 "O 3awute geten oT MHPOPMaLMK, NPUUNHSAIOWEN Bpesd UX 340POBbI0 U Pas3BUTUIO",
PEryMpyloLMM OTHOLIEHMS, CBA3AHHbIE C 3aLLMTON AeTeil OT MHPOopMaLUK, NPUUMHSAIOLLEN Bpea, UX
30pOBbI0 M (MK) pasBuTUio. CornacHo AaHHOMY 3aKOHY "MHbOopmaunoHHas 6esonacHocTb getei” -
3TO COCTOSIHME 3alUMLLIEHHOCTU, NPU KOTOPOM OTCYTCTBYET PWUCK, CBA3AHHbIA C MNPUYMHEHMEM
MHdopMaumel Bpeaa Ux 340Pp0Bbi0 U (MaK) GU3MYEeCKoMY, NCUXMYECKOMY, AYXOBHOMY, HPaBCTBEHHOMY
pasBUTUIO.

B cuny degepanbHoro 3akoHa N 436-03 nHdopmaumeit, NpuumnHaAOLWEN Bpes 340p0Bbio U (1K)
pPa3BUTUIO AETEN, ABNAETCA:

1. nnbopmauma, 3anpeLleHHan ANA PacnpocTpaHeHns cpean AeTen;

2. uvHOOpmauMsA, PacnpoCTpaHEeHME KOTOPOW OrpaHUYEeHO cpeau AeTeil  onpeaesieHHbIX
BO3PACTHbIX KaTeropui.

3. K HbopmaLmm, 3anpeLLeHHOM gaa pacnpocTpaHeHns cpeam geTei, OoTHOCUTCA:

4. vHdopmaums, nobyxkaatowas AeTeir K CoOBepLIeHU0 AeNCTBUIN, NpeacTaBaAfoWMX Yrpo3y Ux
YM3HU U (M1K) 300POBLIO, B T.U. NPUYMHEHUIO Bpeaa CBOEMY 340POBbI0, CaMOybUIACTBY;

5. cnocobHOCTb BbI3BaTb Y AETEN XKenaHue ynoTpebutb HapKoTUYECKNE CpeacTBa, NCUXOTPOTHbIE
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n (1nn) omypmaHuBalolme BellecTsa, TabayHble W3AEANA, aASIKOTO/IbHYIO W CMMPTOCOAEPHKALLYIO
NPOAYKLMIO, NMUBO M HaMWUTKK, U3roTaBMBaeMble Ha ero OCHOBE; MPUHATb yYacTMe B a3apTHbIX Mrpax,
3aHMMAaTbCA NPOCTUTYLMEN, BPOAAKHUYECTBOM MM NONPOLIANHUYECTBOM;

6. 060CHOBbIBaPOLLI,aﬂ nnn onpasgpiBatowad AonNyCTMMOCTb HaCUanAa u (VII'IM) YKeCToKocTu nnbo
no6y>1<,u,arou.|,aﬂ OCyLWecTB/IATb HACU/IbCTBEHHbIE ,D,eVICTBMH MO OTHOLWEHWUIO K I0AAM U XKUBOTHbIM;

7. oTp1UaoLLan ceMeliHble LEHHOCTU U GOPMUPYIOLLAA HEYBAXKEHUE K POSUTENAM U (MNK) Apyrvm
YsieHaM cembu;

8. onpaBapliBatoWwasn NPOTUBONPaBHOE NOBEAEHMUE;
9. coaeprKallasn HeLeH3ypHyo 6paHb;
10. coaeprkawasn nHGopmaumio nopHorpadpnYeckoro xapakrepa.

K nHdopmaumm, pacnpocTpaHeHne KOTOPO orpaHMYeHo cpean aeTei onpeaeneHHoOro Bospacra,
OoTHOCMKTCA:

1. rHdopmaumsa, npeacTaBaAseMas B BUAE M3006parKeHMA MU ONUCAHMA KeCTOKOCTU, GU3NYECKOTO
1 (MNN) NCUXMYECKOTO HACUIMSA, NPECTYNAEHNA UM MHOTO aHTUMOBLLLECTBEHHOTO AeNCTBUS;

2. BbI3bIBAOWAA Y AETEN CTpax, YKac UAM NaHWKY, B T.4. NpeacTaBAsemas B BUAE M306parkeHus
WM OMNUCAHWA B YHWKAlOWEN YeNoBeYeCcKoe [OO0CTOMHCTBO (OpMe HEHACUAbCTBEHHOM CMepTw,
3aboneBaHuMA, camoybuiicTBa, HECYACTHOIO C/lyYas, aBapumn UAKU KaTacTpodbl U (MAK) NX NOCNeACTBUN;

3. npeacTaBaseman B BUAe U306paXKEHNA UAN ONUCAHWUA MOOBbLIX OTHOLUEHUI MEXAY MYKUNMHON
N }KEHLUNHOM;

4. cogepKallan 6paHHble CI0Ba U BblpaXKeHUs, He OTHOCALLMECA K HeLeH3ypHOo BpaHu.

C yuyetom 3TOro Bam npegnaratotca npasuna pabotbl B ceTu WHTepHeT ANA pPas/inYHbIX
BO3PACTHbIX KaTeropui, cobatogeHme KOTopbix N03BOAMT obecneynTs MHGOPMALMOHHYO 6e30nacHOCTb
BalLMX AETEN.

O6wue npaBuna ana pogurenem

1. Hesasucmmo ot BO3pacTa pe6eHKa MCI'IOI'Ib3y17ITe nporpammHoe o6ecr|eL|eHv1e, nomorawouiee
d)VII'IprOBaTb N KOHTPOMNpPOBATb MHd)OpMaLI,MPO, HO He nosarahTecb MOJIHOCTbIO Ha Hero. Bawe
BHUMaHUE K pe6eHKy - FNaBHbIN MeTOoL 3alnThbl.

2. Ecnn Baw pebeHOK MMeeT aKKayHT Ha Oo4HOM W3 couuanbHbix cepBucoB (Livelournal,
blogs.mail.ru, vkontakte.ru u T.n.), BHMMATENbHO M3y4YUTE, KaKylo WMHPOPMALIMIO MOMELLAT €ero
YYACTHMKM B cBOMX Npodunax n baorax, Bkntodaa ¢otorpadmm n sBuaeo.

3. MNpoBepbTe, C KaKMMW APYIMMM CaliTamu CBf3aH couManbHbIM cepBuc Bawero pebeHKa.
CTpaHMykM Bawero pebeHKka moryT ObiTb 6e30MacHbIMM, HO MOFYT W COAEpPKaTb CCbIIKM Ha
HerKenaTesibHble M OMacHble CalTbl (Hanpumep, NOPHOCAMNT, UAN CAMT, Ha KOTOPOM ApYyr YNOMWHaeT
Homep coToBoro TenedoHa Bawero pebeHka nav Baw gomawHuin agpec)

4, MNoowpsaAiTe Bawwnx aeTei coobuatb 060 BCEM CTPAHHOM UKW OTTA/IKUBAIOWEM U HE CAULLIKOM
OCTPO pearvpyiTe, Koraa OHW 3TO AenatoT (M3-3a onaceHMs NoTepATb AOCTYN K WMHTEpHeTy AeTu He
roBOpAT POAUTENAM O NPo6eMax, a TaKKe MOryT HauyaTb MCMNO/b30BaTb MIHTEPHET BHE ZlO0Ma U LUKO/IbI).

5. byabTe B Kypce ceTeBoOl XU3HM Bawero pebeHka. MHTepecyiiTech, KTO UX Apy3bsA B NHTepHeT
TaK XKe, KaK MHTepecyeTechb peasibHbIMU 4 PY3bAMMU.



Bospacr ot 7 a0 8 ner

B MHTepHeTe pebeHoK cTapaeTca NOCEeTUTb Te UK UHbIe CaiTbl, 8 BOSMOXHO U YaTbl, paspelleHne
Ha noceleHne KOTopbIX OH He Noay4un 6bl OoT poguTeneir. MosTomy poauTenam ocobeHHO MoJesHbl
6yayT Te OT4yeTbl, KOTOpble MNPeAOCTaBAAITCA NPOrpaMmamu Mo OrpaHUYeHU0 WUCNONb30BaHUA
NHTepHeTa, T.e. POAUTENbCKUIA KOHTPOAb UAKN TO, YTO Bbl CMOMKeETe yBUAETb BO BpeMeHHbIX dalinax. B
pesynbTate, y pebeHKka He 6ydeT OLULyLIEeHWA, YTO 33 HUM BEAETCA NOCTOAHHbIN KOHTPO/b, OAHAaKO,
poautenn 6yayT no-npexHemy 3HaTb, Kakue caliTbl noceuiaet ux pebeHoK. [etM B 4aHHOM BO3pacTe
06/134a10T CU/IbHBIM YYBCTBOM CEMbM, OHU AOBEPYMBbLI U HE COMHEBAIOTCA B aBTOpUTETax. OHU N06AT
UrpaTthb B CETEBbIE UrPbl U MyTELIECTBOBATb N0 MHTEPHETY, NCMO/Ib3yA 3/EKTPOHHYIO MOYTY, 3aX0ANTb Ha
CalTbl M YaTbl, HE PEKOMEHA0BaHHbIE POAUTENSAMM.

CoBeTbl No 6e30nacHOCTU B ceT MIHTepHeT ana aetein 7 - 8 net

1. Co3gaiiTe CNMCOK AOMALUHWUX NPABMA NOCEWEHMA MHTepHeTa Npu y4acTum aetei u Tpebyiite
€ro BbINO/IHEHMA.

2. TpebyitTe oT Bawero pebeHKa cobnogeHUa BPEMEHHbIX HOPM HaX0XAEHMSA 33 KOMMNbIOTEPOM.
MoKaxuTe pebeHKy, YTo Bbl HabalogaeTe 3a HAM He NOTOMY YTO Bam 3TO xouyeTcA, a MOTOMY 4TO Bbl
6ecnokouTech 0 ero 6€30nacHOCTM 1 BCeraa rotosbl emy NOMOYb.

3. KomnbloTep € NOAK/AOY4EHMEM K WMHTEpHeTy AO0JI’KEH HaxoAuTbCs B OOLLEeN KOMHaTe noj
NPUCMOTPOM poauTenei.

4. Ncnonb3yiTe cneumnanbHble A4eTCKME MOUCKOBbLIE MALLMHbI.

5. Wcnonb3syiite cpeactsa 610KMPOBAHUA HEMKENATENbHOTO KOHTEHTAa Kak [AOMOJHEHME K
CTaHAapTHOMY PoanTeNbCKOMY KOHTPOO.

6. Co3paiTe cemeiHbli 3NEKTPOHHbIA AWMK, YTOBbl He MO3BO/IUTL AETAM MMETb COBCTBEHHbIe
aapeca.

7. bBnokupyite poctyn K caWtam c 6ecnnaTtHbIMM  MOYTOBbIMM  ALWMKAMM C  MOMOLLBLO
COOTBETCTBYHOLLLEro NporpamMmHoro obecrneyeHus.

8. Mpuyunte petelt coBeToBaTbCcA C Bamu nepepn onybanKoBaHMEM KakoW-nMbo mMHbopmaumnm
cpeacTBamm 3N1EKTPOHHOM MOYTbI, YaTOB, PEFUCTPALMOHHBIX GOPM U Npodunen.

9. HayuuTe aetei He 3arpy»KaTb dalinbl, Nporpammbl AN My3biKy 6€3 BalLero cornacums.
10. He paspelualiTe 4eTAM MCNONb30BaTb C/YKObl MTHOBEHHOIO 06MEHa COOBLLEHUAMMU.

11. B "6enbiit" cnmucok caliToB, pa3peLleHHbIX /15 NOCeLLEHNsA, BHOCUTE TOJIbKO CaliTbl C XOPOLLEel
penyTauue.

12. He 3a6biBaliTe becegoBatb ¢ AeTbMU 006 nx Apy3baAx B NHTepHeTe, KaK ecnn bbl peyb Wwna o
APY3bsX B PEA/IbHOM KU3HW.

13. He pgenanTte "Taby" M3 BOMPOCOB MOJIOBOM KU3HW, TaK Kak B MNHTepHeTe AeTn MOoryT nerko
HATKHYTbCA Ha NopHorpadu1io UaM canTbl "gnsa B3pocabIx'.

14. MpuyumTe Bawero pebeHka cooblatb Bam O MO6bIX Yrpo3ax MAM TPEBOrax, CBA3aHHbIX C
MHTepHeTom. OcTaBaiTeCb CMOKOMHbIMKU M HAaNOMHWUTE AEeTAM, 4YTO OHW B 6e3onacHocTW, ecan camu
paccKasanu Bam o CBOMX TpeBorax. [oxBasmTe UX U NOCOBETYITe NOAONTU eLle pa3 B NOA06HbIX CaydasX.



Bo3pacT geteii o1 9 o 12 ner

B gaHHOM BO3pacTe AeTu, KaKk Npasu/o, yXKe Hac/bllWaHbl O TOM, Kakas MH(I)OpMaLI,Mﬂ cyulecrtsyeTt
B MHTepHETe. COBepLLIEHHO HOPMaJIbHO, YTO OHWU XOTAT 3TO YBUAETb, NpoYecTb, ycablwaTtb. MNpu aTom
HYXHO NOMHWUTb, 4YTO AO0CTYyNn K HeXenateJ/ibHbiIM MmaTepuaziaM MOXKHO JNerko 3a6J'IOKMpOBaTb npu
nomoLm cpeacts PogntenbcKoro KOHTPoAA.

CoBeTbl No 6e3onacHocTn gna aeter ot 9 go 12 net

1. Co3paliTe CNUCOK AOMALLHUX NPaBua nocelleHna NHTepHeT npu yyactum geten n Tpebyiite ero
BbIMOJIHEHUA.

2. TpebyiTe oT Bawero pebeHKa cob0a4eHUA HOPM HaxOoMKAeHMA 32 KOMMbIOTEPOM.

3. Habntogaitte 3a pebeHKoM npu paboTe 3a KOMMNbIOTEPOM, MOKaXKMTe emy, YTo Bbl becnokonTecb
0 ero 6e30MacHOCTM M BCEraa rotoBbl OKa3aTb emMmy NOMOLLb.

4. KomnbloTep C noakaouyeHnem B MHTepHET [0/KeH HaxoamuTbCa B 06OLWEel KomHaTe nop,
NPUCMOTPOM poauTenei.

5. Wcnonb3syiite cpeactsa 610KMPOBAHWA HEMXKENATENbHOTO KOHTEHTAa Kak [OOMOJHEHME K
CTaHAapTHOMY PoanTeibCKomy KOHTPOIHO.

6. He 3abbiBaiiTe nNpuMHMMATb HEMOCPEeACTBEHHOE yyacTue B KU3HM pebeHKa, becegoBaTtb C
AeTbMn 06 NX Apy3bax B UHTepHeTe.

7. HactauBaiiTe, 4To6bl AE€TW HUKOTrAA He COMMalWanucb Ha /AINYHbIE BCTPEYM C APY3bAMM NO
UHTepHeTy.

8. Mo3BosiAlTe AETAM 3aX0ANTb TOJ/IbKO Ha CaiTbl U3 "6enoro" cnmucka, KOTOPbIN CO3aaTe BMecTe
C HAMM.

9. MpuyunTe AeTen HUKOrAa He BblAaBaTb JINYHYIO MHPOPMALMIO CPeACTBAMMU SNEKTPOHHOM NOYTLI,
YyaToB, CUCTEM MIHOBEHHOIO 06MeHa COObLLEHMAMMN, PETUCTPALMOHHBLIX POPM, INYHBIX NPodUein 1 Npu
perncTpaumnmn Ha KOHKypcbl B MHTepHeTe.

10. NpuyunTe aeten He 3arpy:Katb Nporpammbl 6e3 Bawero paspeweHnsa. O6bACHUTE UM, YUTO OHU
MOTYT C/ly4aliHO 3arpy3nTb BUPYCbl UK APYrOe HexKenaTenbHoe NporpaMmHoe obecneyeHue.

11. Co3gaiTte Bawemy pebeHKy orpaHMYeHHYIO YY4ETHYIO 3annch gna paboTbl Ha KOMNblOTEpE.

12. MNpuyunTe Bawero pebeHka coobwatb Bam O MOObIX yrpo3ax WAWM TPeBOrax, CBA3aHHbIX C
UHTepHeTOoM. HanomHuTe Aetam, YTO OHWM B 6E30MacHOCTM, eCcan CamMu paccKasainm Bam O CBOMX
TpeBorax 1 onaceHuax.

13. Pacckaxkute getam o nopHorpadum B MHTepHeTe.

14. HactamBaiitTe Ha TOM, YTObbI AeTn NpeaocTtaBnAain Bam A0CTyn K CcBOEM 3I'IEKTpOHHOl7'I nouyre,
yTObbI BbI Y6e,ﬂ,MJ'IVICb, YTO OHU He 06LI.I,aI-OTC‘r'| C HE3HAaKOMUamu.

15. O6bACHUTE [EeTAM, UYTO HeNlb3A WMCMO/b30BaTb CeTb AJ/1A XY/UFaHCTBa, PACNpOCTPaHEeHMs
CnAeTeH Waun yrpos.

Bospacr getei ot 13 go 17 net

B oTom BO3pacte nNOAPOCTKM AKTUBHO MCMNOJIb3YIOT MNOWUCKOBbIe MaLUUHbI, MNOAb3YyHOTCA



3/IEKTPOHHOM NOYTOM, CAy*K6amMn MrHOBEHHOTO 06MeHa COOBLLEHMAMM, CKAYMBAIOT MYy3bIKY U GUIbMbI.
ManbymMKam B 3TOM Bo3pacTe 60/blUe NO HPaBy CMETaTb BCE OFPaHMYEHUA, OHU XKaxayT rpyboro tomopa,
a3apTHbIX Mrp, KaPTUMHOK "ans B3pocabix". [leBoYKM npeanoynTatoT obwaTbca B YaTax, NPU 3TOM OHM
ropaszgo 6onee 4yBCTBUTE/NbHbI K CEKCYa/IbHbIM AOMOraTe/IbcTBam B MHTepHeTe.

3auacTyto B 4aHHOM BO3pacTe POAUTENAM Y¥Ke BECbMa C/IOXKHO KOHTPOIMPOBaTh CBOUX AeTel, TaK
Kak 06 MHTepHeTe OHW y)Ke 3HAOT 3HAYMTENbHO Oonblle cBOMX poguTeneil. Tem He MeHee, He
oTnyckante geteit B "cBobogHoe nnaBaHue" no MHTepHeTy. CTapaliTecb aKTMBHO Yy4acTBOBaTb B
obuieHnn pebeHKa B IHTepHeTe.

BaykHO no-npexkHemMy cTporo cobatogatb npasuna UHTepHeT-6€30NacHOCTU - CoralleHne MexXay
poautenamm u aetbMu. Kpome TOro, HeobxoAMMO KaK MOHO Yalle MNpoCMaTpuMBaTb OTYETbl O
aeAtenbHocTn aetelt B UHTepHeTe. CneayeT o6paTuTb BHMMAHME Ha HEOBXOAMMOCTb COAeprKaHusA
poauTeENbCKMX Naponei (naposeit agMUHUCTPATOPOB) B CTPOrOM CeKpeTe M 06paTUTb BHMMaHWE Ha
CTPOrocTb 3TMX Naponei.

CoBeTbl N0 6e30MacHOCTM B 3TOM Bo3pacTe oT 13 go 17 net

1. Co3pgaiiTe CNUCOK AOMAWHMX MNPaBUA NoceleHna MHTepHeTa Npu yyacTUM NOZPOCTKOB WU
TpebyiTe 6e3ycnoBHOro ero BbiNosHeHuA. ObroBopute C¢ pPebEHKOM CMWUCOK 3anpeLleHHbIX CaliToB
("uepHbIlt cnucok"), yackl paboTbl B IHTEpHETE, PyKOBOACTBO No 06ueHuto B IHTepHeTe (B TOM Yucie B
yaTax).

2. KomnbloTep ¢ NoaKAtUYeHUEM K ceT MHTepHET A01KEH HaXoAUTbCs B 00LLEe KOMHaTe.

3. He 3abbiBaitTe becengoBatb ¢ AeTbMW 006 UX Apy3baAX B MIHTEpHETe, O TOM, YEM OHU 3aHATHI
Takum obpasom, byato pedb MAET O APY3bAX B peanbHOM n3HU. CnpallnBainTe o NoAAX, C KOTOPbIMK
Aetn obuatoTca nocpeacTtBom cayXb MrHoBeHHoOro obmeHa coobueHnsamm, YyTobbl yoeauTbea, YTo 3TH
NOAN UM 3HAKOMBbI.

4, V|CI'IOJ'Ib3y171Te cpencTBa 6J'IOKMpOBaHVIF| HeXenaTeNbHOro KOHTEHTA KaK AOoNOoJIHEHUE K
CTaHAapTHOMY POoANTENbCKOMY KOHTPOIO.

5. HeobxoaMmo 3HaTb, KaKMMM 4YaTamu NOAb3yoTca Bawm getu. MNoouipsiite Mcnonb3oBaHue
MOJEPUPYEMbIX YAaTOB M HacTamBalTe, YTobbl AeTM He 06LANNCh B MPUBATHOM PEKUME.

6. HacramBalite Ha TOoMm, 4TODObI AETU HWMKOrA4a He BCTPEYANIUCb JIMYHO C APY3bAMU U3 CeTU
UHTepHeT.

7. Npuyunte getent He BblgABaTb CBOK NNYHYHO MHOOPMALMIO CPEACTBAMM 3/1EKTPOHHOM NOYThI,
4aToB, CUCTEM MFHOBEHHOro 06MeHa CoobLLEHMUAMM, PEFUCTPALMOHHBIX GOPM, INYHBIX NPodUNER U NpK
perncTpaumm Ha KoHKypcbl B MHTEpHEeTe.

8. MpuyunTe geTelt He 3arpy»Katb Nporpammbl 6e3 Bawwero paspewweHunn. O6bACHUTE UM, YTO OHU
MOTYT CNy4aliHO 3arpy3nTb BUPYCbl UV APYrOe HexKenaTenbHoe nporpaMmmHoe obecneyeHue.

9. Mpuyunte Bawero pebeHka coobuaTb Bam O AOObIX Yyrpo3ax WMAW TPeBOrax, CBSA3aHHbIX C
NHTepHeTOM. HanomHWTe aeTam, YTo OHKM B 6€30MacHOCTH, eC/IM CaMM pPaccKasaan BaM, O CBOMX Yrpo3ax
nnu Tpesorax. lNoxeasnte nx N NOCOBETYMNTE NOAONTU eLle pa3 B NOA0OHbIX Cayyasx.

10. PacckaxkuTte getam o nopHorpadmm B MHTepHeTe. [Momorute MM 3alMUTUTLCA OT Crama.
Hayuute nogpocTKOB He BblAaBaTb B MIHTEpHeETe CBOEro peasbHOro 3/IeKTPOHHOrO aapeca, He OTBeYaTb
Ha HeXenaTesibHble NMCbMa U UCNOAb30BaTb CreLmMabHble NOYTOBbIE GUABTPBI.

11. Npuyunte cebs 3HAKOMUTLCA C CaiTaMK, KOTOPbIE MOCELLAIOT MOAPOCTKM.



12. Hayunte peteilt yBaxkaTb APYrux B MHTEpHeTe. YboeamuTechb, YTO OHWM 3HAIOT O TOM, YTO Npasuia
Xopoulero NoBeAeHNA AENCTBYIOT BE3E - AaXKe B BUPTYa/lbHOM MUpPE.

13. ObbACHUTE AEeTAM, YTO HM B KOEM C/ly4ae Henb3a Mcnonb3oBaTb CeTb ANA XY/AMraHCTBA,
pacnpoCcTpaHEHUA CNIETEH UK YIPO3 APYTUM NHOSAM.

14. Obcygmte € NOAPOCTKAMKM NPO6GAEMbl CETEBbIX a3aPTHbIX UMP M UX BO3MONKHbLIA PUCK.
HanomHuTe, UTO AeTM HE MOTYT UTPaTb B 3TU UIPbl COT/TACHO 3aKOHY.

MOCTOAHHO KOHTPO/IMPYMTE Ucnonb3oBaHMe UHTepHeTa Bawum pebeHkom! 3To He HapylieHue
€ro JIMYHOro MPOCTPAHCTBA, a Mepa NPefoCTOPONKHOCTU W NposB/ieHWe Bawen poauTenbcKoi
OTBETCTBEHHOCTU U 3a60ThI.
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